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in the mitigation of Internet-related risks.  
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Organizations that worked on the report 
Regional Public Organization of Social Projects in Sphere of Population’s Well-

being “Stellit” runs social projects focused on people’s wellbeing, has been addressing 
the CSE and children trafficking since 2002. Stellit is member of ECPAT International 
and implements CSE prevention projects across all Russia’s regions in cooperation with 
foreign partners; it is also engaged in academic research projects on the prevention of 
human trafficking and CSE. In 2020 Stellit published guidelines “Sexual abuse and 
exploitation of children: detecting, helping and preventing”, a comprehensive manual 
for the professionals working with children victims of sexual abuse, including sexual 
exploitation. Stellit specialists organize regular trainings for NGOs, staff of educational 
organizations and social protection agencies, on how to prevent CSE. In 2020, Stellit 
developed a series of online courses on the prevention of sexual abuse and sexual 
exploitation of children, and support to victims of such crimes. 

Suojellaan Lapsia ry/Protect Children works with national and international 
partners to prevent all forms of sexual violence against children and as part of the work 
analyze illegal child sexual abuse material to aid law enforcement in recognizing 
victims, saving them faster from an abusive situation, and helping bring the 
perpetrators to justice. Protect Children’s directors are part of Finnish National Non-
Violent Childhoods action plan steering group as well as members of working groups 
of implementing Lanzarote and Istanbul conventions. 

Biedrība Patvērums “Drošā māja” (Society «Shelter “Safe House”») was established 
in 2007 to support victims of human trafficking; it’s mission is to ensure that victims’ 
right for help are exercised; support their rehabilitation and reintegration; create 
interactive education tools; cooperate with state and self-governing institutions, civil 
society and Christian organizations in Latvia and other countries, to help guarantee 
human rights, and support human rights organizations. 
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1. Introduction 
According to the UNICEF Report “State of the World’s Children: Children in a 

Digital World”, every third internet user is a child. The main means of going online for 
children from European countries aged from 9 to 16 is a smartphone, which enables 
them to stay connected anywhere and at any time. A majority of children use their 
smartphones every day or almost all the time.1  

Every child must be protected against all forms of 
sexual violence according to the United Nations 
Convention on the Rights of the Child (UNCRC, Art.34). 
Sexual violence against children is a global social 
problem and no country is immune. The increasing 
influence of the internet on our lives and its wide reach 
together with the development of new technological 
devices has been an accelerator for sexual violence 
against children as well as the sexualisation of children. 
The internet works like a triple A engine – Access, 
Affordability and Anonymity. It provides easy 
opportunities for creating false identities and facilitates 
ways to contact multiple children at the same time. To be able to prevent online sexual 
violence against children we need to understand the large scale of cyber grooming 
and sexual violence in the digital media and the multiple ways children are being 
targeted for sexual exploitation online as well as for recruitment in human trafficking. 
Online child sexual violence against a child should be recognized as a global shadow 
pandemic. Internet access is reaching more and more countries and these crimes do 
not stop at any one country’s borders.   

It is difficult to prevent sexual violence against children in the digital media since 
by nature they are hidden crimes which in turn makes it impossible to compile statistics 
on them. Sexual violence is a crime perpetrated for the most part against children and 
young people who are vulnerable and powerless to defend themselves. 

  

 
1 Science, L., 2020. EU Kids Online 2020. London School of Economics and Political Science. 

https://www.lse.ac.uk/media-and-communications/research/research-projects/eu-kids-online/eu-kids-online-2020
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Scale of sexual abuse and exploitation of children online 

The statistics available to us provides some understanding of the scale of the 
problem: Interpol’s International Child Sexual Exploitation (ICSE) database2 contains 
over 1.5 million pictures and video of child sexual exploitation, documenting abuse of 
over 19.4 thousand children.3 Online CSE affects even infants and toddlers. In 2019, 
CyberTipline received 16.9 million reports, including those from Finland (4,850), Russia 
(72,037), and Latvia (1,347).4 The number of illegal images and video documented by 
the international network INHOPE’s InternetHotlines grew by 83% in the period 
between 2016 and 2018.5 

Children themselves can come 
across sexualized materials online: one 
in five children aged between 9 and 17 
has seen sexual content online; 25% of 
them reported strong fear or distress 
due to this experience.6 According to 
an all-country survey of over 1.5 
thousand children held in 2019 in 
Russia, over 48% of children have seen 
sexual images in the Internet.7 

 

Trends in the online CSE 

A joint report prepared by Interpol and ECPAT International in 2018 notes the 
following trends in online CSE based on the analysis of CSA images and videos in the 
Interpol’s database:  

1. The younger the child in the picture or video, the more severe the abuse they 
experience.  

2. 84% of photos (images) contained explicit sexual actions.  

3. 92% of people engaged in online sexual exploitation are male. 

 
2 International Child Sexual Exploitation (ICSE) image and video database is an intelligence and investigative tool, which 
allows specialized investigators to share data on cases of child sexual abuse 
3 Interpol, 2020, International Child Sexual Exploitation Database 
4 National Center for Missing and Exploited Children, 2020, Cybertipline 
5 INHOPE, 2018, Annual Report, p. 20 
6 Madigan, S., Villani, V., Azzopardi, C., Laut, D., Smith, T., Temple, J. R., ... & Dimitropoulos, G. (2018). The prevalence of 
unwanted online sexual exposure and solicitation among youth: a meta-analysis. Journal of Adolescent Health, 63(2), 
133-141. 
7 Солдатова Г., Онлайн риски и цифровая грамотность в смешанной реальности: статистика и анализ / Форум 
цифровой безопасности, 2020 

https://www.interpol.int/Crimes/Crimes-against-children/International-Child-Sexual-Exploitation-database
https://www.missingkids.org/gethelpnow/cybertipline
https://www.inhope.org/media/pages/the-facts/download-our-whitepapers/3976156299-1591885517/2019.12.13_ih_annual_report_digital.pdf
https://files.runet-id.com/2020/sid/presentations/18feb.sid20-1-1130--soldatova.pdf
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4. Particularly ruthless abuse images are more likely to features boys.8 

Along with the evolution of technology, the criminals learn new ways of hiding 
the evidence of their sexual crimes against children. This makes it much more difficult 
to catch the perpetrators, estimate the risk of continued victimization or to compile 
statistics. Often, children victims of CSE are unable to tell anyone about the crime due 
to being in a subservient position, receiving threats or fearing violence from organized 
crime.  

According to Europol, despite the technological development, the criminal 
approaches in the cyberspace remain unchanged, including the methods of online 
grooming and sexual coercion of children. The key trends in online CSE, according to 
the 2019 and 2020 reports, are9, 10: 

1. Self-generated explicit materials are more and more common, driven by growing 
access of minors to high quality smartphones and a lack of awareness of the risks.  

2. There appear more identified materials featuring sexual abuse of children. 
Production and distribution of these materials is a crime of a trans-border nature. 
In 2017 Europol handled 44 thousand referrals from the USA in the interests of 
18 Europol member-states; increasing to 170 thousand in 2019. Currently, there 
are over 46 million unique images or videos featuring child sexual exploitation, 
in the Europol’s repository.  

3. The use of encrypted messengers creates significant risks for child sexual abuse 
and make it more difficult to identify and investigate online CSE crimes for law 
enforcements. 

4. Increase in livestreaming of child sexual abuse. 
5. The online solicitation of children for sexual purposes remains a serious threat 

with a largely unchanged modus operandi. 

The purpose of the present report is to raise awareness of the forms of sexual 
abuse and exploitation of children online, and summarize best practices of preventing 
online child abuse and exploitation and recruitment into human trafficking via the 
Internet. The report will be useful for professionals in the area of childhood protection, 
and staff of educational organizations, including state-supported and NGOs, as well as 
for parents interested in the prevention of risks of online CSE. 

 

 
8 Interpol.int., 2020. International Child Sexual Exploitation Database 
9 Europol, 2019, Internet Organised Crime Threat Assessment 2019 
10 Europol, 2020, Internet Organised Crime Threat Assessment 2020 

https://www.interpol.int/Crimes/Crimes-against-children/International-Child-Sexual-Exploitation-database
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2019
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020
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2. Terminology: types of online child sexual abuse and online 
child sexual exploitation, using internet in SEC, CSA, 
human trafficking 

Protection from sexual exploitation and sexual abuse should not be lessened by the fact 
that a child is acting online11 

Online child sexual abuse  
When the digital devices and environments are used for sexual violence against 
children it is defined as online child sexual abuse. This is a broad umbrella concept that 
includes different forms of sexual violence against a child. The online child sexual abuse 
(CSA) is defined as “involvement of a child in sexual activity through digital media that 
the child does not fully comprehend or for which the child is not developmentally 
prepared and cannot give consent to”. The acts of online sexual violence may include 
solicitation, pressure, or coercion. Online child sexual abuse is not an independent form 
of sexual abuse; it however requires our particular attention as internet provides easier 
access to the potential victims and more 
opportunities to distribute content featuring 
child sexual abuse. 

Sexual abuse can ‘migrate’ from offline into the 
cyberspace, e.g. where images or videos 
showing child abuse are produces in ‘studios’ 
and placed in the Internet for sale. The 
Terminology Guidelines for the Protection of 
Children from Sexual Exploitation and Sexual 
Abuse12 and Europol offer the following 
categorization of online sexual abuse and 
exploitation: 

• Online grooming and sexting (where performed without the child’s consent) 
• The distribution, dissemination, importing, exporting, offering, selling, 

possession of, or knowingly obtaining access to child sexual exploitation material 
online (even if the sexual abuse that is depicted in the material was carried out 
offline). 

• Live streaming of sexual abuse of a child.  
• Production and distribution of sexual content by children.  
• Online sexual coercion and extortion of children 

 
11 Interagency Working Group on Sexual Exploitation of Children, 2016, Terminology Guidelines For the Protection of 
Children From Sexual Exploitation and Sexual Abuse 
12 Ibid. 

http://luxembourgguidelines.org/english-version/
http://luxembourgguidelines.org/english-version/
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Both girls and boys can fall victim to online sexual abuse. Low income, difficult 
family situation, past experience of violence, social exclusion, and some other factors 
lead to higher risks for a child to become victim to online sexual abuse. Offenders often 

abuse the feeling of loneliness in a child, 
imitating interest in and care for the child in 
online communication.  

Online sexual violence against a child is 
often referred to as “non-contact” sexual 
crimes to distinguish it from real time, in-
person contact sexual crimes against a child. 
Due to the new technologies and changes in 
digital media it is important to notice that the 
online child sexual violence is no longer just 
“non-contact” crime but includes for example 
possession, distribution, and consumption of 
CSAM, it is as harmful as in-person contact 

sexual violence. There are court precedent cases where online sexual crime through 
digital media have been defined as rape with no contact in person.  

Online child sexual exploitation 
The online child sexual exploitation differs from online sexual abuse as the former 

aims for financial or economic gain rather than just achieving personal sexual 
gratification. Online CSE implies the use of internet as a means of exploitation and 
includes any sexual exploitation that at any stage is connected to the Internet. It covers 
any use of the Internet that leads to sexual exploitation; or to the production, purchase, 
sale, possession, distribution or sharing of images or other materials documenting 
sexual exploitation. Online CSE can take place with a child staying online, e.g. when a 
child is coerced to sexual activities in front of a web camera, or when sexual abuse of 
a child is streamed live.  

Online grooming  
Online grooming (cyber grooming) is a form of online child sexual abuse defined 

as ‘communication by means of digital media for the purpose of child sexual abuse 
and exploitation’ or a ‘practice used by an adult to “make friends” with a child (often 
online, but also offline) seeking to sexually abuse him or her’. Children using digital 
devices can be targeted from anywhere in the world, even when they use their devices 
at home, in a supposedly safe setting. Cyber grooming can be long (up to several 
months) or short (within several hours) depending on the purpose of the offender. 
Some offenders gain satisfaction from the very fact of discussing sexual topics with a 
child; this behaviour also constitutes online sexual abuse. 
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Online grooming can be limited to contacts in the Internet, without attempts of 
an offline meeting. Still, offline sexual abuse of a child is often a result of online 
grooming. For this purpose, the offender picks children living in the same locality, or 
in places where they can be reached for an offline meeting in the future (e.g. for sexual 
exploitation of children during business and holiday trips to other cities or countries).  

Grooming can be conducted by both males and females of any age, where males 
account for a higher number of identified cases. Notably, in online grooming the 
offender can either say their true age, or pose as a child or teenager to gain more trust. 
However, when children know that their vis-a-vis is an adult, they can still choose to 
continue the dialogue.   

 

Online grooming can be conducted for a variety of reasons: 

• to meet the child offline  
• to obtain child sexual abuse materials for 

further distribution, exchange, sale or 
possession 

• to engage in online child sexual abuse 
(communication via webcam, in chats, 
messengers, social media, etc.)  

• to involve the child in prostitution or other 
forms of exploitation (including labour 
exploitation, forced begging, etc.).  

 

Online grooming strategies 

Offenders employ a range of communication strategies for online grooming. The 
choice of strategy depends on a number of factors including the offender’s 
expectations as to what kind of behaviour is likely to be the most efficient in 
communication with a given child. Researchers identify the following communication 
strategies: 

1. Flatterer. The offender pays the child compliments, speaks of their admiration 
and approval. 

2. Mentor. The offender can pose as somebody the child can discuss his or her 
problems with, and get help to resolve them. 

3. Congruous experience. The offender pretends to share the child’s interests and 
have a similar life experience.  
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Besides, offenders can: 

1. blackmail, threat, insult, provoke the child (e.g. by comparing the child with peers 
who are ‘uninhibited’, ‘liberated’, ‘act as adults’, according to the offender); 

2. ask questions, build trust;  
3. give presents as a way to earn the child’s loyalty: buy smartphones, cameras, 

headphones, play-stations, etc.; 

Online groomers can use grooming techniques both online and offline, 
alternating between communication in and out of the Internet. 

 

Stages of online grooming 

1. Identifying a victim. At this stage the perspective offender browses through 
children’s profiles in social media or on other platforms, seeking a child with 
particular traits, e.g. struggling because of the lack of attention or care, or ready 
to discuss intimate subjects. The offender tries to collect as much information on 
the child, their family and interests, as possible, using the child’s blog, profile, etc. 
Children in sexually-oriented communities, groups or chats (e.g. Yaoi, Yuri 13) 
represent a specific risk group — when contacting these children, the offender 
turns to sexual topics straight away; 

2. Making contact, mainly posing as a friend. At first, the offender attempts to 
establish trust with the child, convince the latter that they can share any 
information with this person.  

3. Developing the relationship. At this stage the offender figures out who the child 
needs the most — either a friend, mentor or somebody able to comfort them. 
Having identified the child’s needs, the offender can get their personal 
information: address, family members, place of study, relationship with their 
parents and peers, etc.; 

4. Risk assessment. The offender decides if there are risks to be caught, including 
when perpetrating the crime. Risk factors are as follows: the smartphone the child 
uses to go online, is also used by an adult; parents supervise over the child’s 
online communication. The offender can take measures to conceal evidence of 
the perspective crime; 

5. Creating a feeling of a unique relationship. At this stage the offender can offer 
the child entertainment, gifts, money, convince the child of a high importance of 
their relationship; 

6. Sexualized communication. This stage can include discussion of sexual topics, 
descriptions of a sexual act, demonstration of pornography, requests for the child 

 
13 Yaoi manga (comics) and anime series show homosexual relations between boys, Yuri manga and anime series feature 
lesbian relations. Both genres emerged in Japan and became wide-spread due to the Internet. 
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to send their nude pictures (sexting). Online grooming can be completed by an 
agreement to meet, and by an act of sexual abuse offline.   

It is important to keep in mind that the offender can attempt to frighten the child, 
or ask the child to keep everything secret. Children are often afraid to speak about 
what has happened, as they don’t want their parents or peers to learn about it, or out 
of fear to be denied access to the Internet.  

It is difficult for a child to spot the beginning of online grooming as the first 
stages of communication with a groomer may look like normal friendly 
communication. The offender often tries to change the child’s views, so that the latter 
would perceive new sexualized behaviour as normal. 

All children can encounter online grooming. Particular vulnerability is driven by 
low self-esteem, physical conditions, developmental delays, social exclusion, lack of 
support and weak ties with peers. There is a hypothesis that parental control over the 
child’s online behaviour and communication reduces the vulnerability of the child, and 
their risks of being subjected to CSE and human trafficking, but at present there is no 
scientific evidence to prove it. Potential mitigation of online risks for a child can be: 
teaching the child the rules of safety in the Internet, support by and positive 
relationship with the parents. 

 

Online sexual coercion and extortion of children  
Online grooming can lead to sexual coercion or extortion (previously the term 

‘sextortion’ was used; today the preferred term is ‘sexual coercion and extortion of 
children) — an attempt to make a child perform sexual actions, get new pictures or 
video featuring the child, or get money or other benefits by threatening to make the 
child’s intimate photos public. The purpose of the extortion attempts may be to get 
first-time sexual materials featuring a child, or subsequent images or video. The 
offender may harass the child threatening to make the already received material public 
without the child’s consent, e.g. make it seen by the child’s friends or family.  

For the purposes of sexual extortion, the offender can use imagery obtained from 
any source, including personal communication of the child (e.g. with ex-partners). 
Offenders can produce sexualized images of children by using photomontage taking 
nude or other sexualized pictures of other children or adults and swapping the child’s 
face from any of the latter’s photos obtained via communication with the offender, or 
from social media. Using Deepfake that is discussed in more detail below, one can edit 
the child’s face in to any image or video, making it significantly harder to identify the 
victim. Although such pictures or video are in fact a product of (photo)montage, and 
the child knows it, he or she can still be afraid that the offender would publish it online 
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or send it out to the child’s friends; as a result, the child can agree to send the offender 
genuine photos or video of a sexual nature.  

The purposes of sexual extortion are twofold:  

• To obtain sexual materials featuring a child, or have sexualized communication 
offline. The underlying reason here is sexual interest in children; 

• To obtain financial gains via extortion. This is based on financial motives.  

Besides, through sexual extortion one can 
attempt to get certain power or control over the 
child, or gain their attention, or admiration. In 
these cases, the perpetrator is often a teenager 
who may be unaware that this behaviour is 
illegal.  

In 2017 Thorn, an international organization 
countering human trafficking and CSE, 
conducted a survey of young people (18—25 
y.o.) subjected to sexual extortion. Over 1,600 
stories were collected, and two key categories of 
the crime were identified: the first is where the 
child knew the offender offline (e.g. the child would receive threats from a former 
romantic partner, who would often insist on restarting sexual relations); the second 
group includes relationship limited to the online space. Around half of the threats were 
later carried through. Sexual extortion was most often conducted via social media, 
messengers, and video-call tools; while emails, dating websites/apps, and videogames 
were found less popular.14 

   

Child sexual abuse materials  
Child sexual abuse material (CSAM) consists of recordings, usually still images, 

gifs, or videos, which depict a child as victim of sexual violence or engaged in sexually 
explicit activity. These materials can be shared, spread, and sold through the digital 
media. Such content can be produced during an offline contact with the child. 
Whatever the circumstances surrounding the production of these materials, they 
constitute an important evidence of a crime against the child. They remain illegal even 
when the child featured in the images or video comes of age.  

Online CSAM increases the levels of harm and re-victimization as the material is 
often distributed and redistributed through digital media. It is worth noting that a 
major part of this material consists of images of children under the age of thirteen: in 

 
14 Thorn, 2017, Sextortion: Summary Findings from a 2017 Survey of 2097 Survivors 

https://www.thorn.org/wp-content/uploads/2019/12/Sextortion_Wave2Report_121919.pdf
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2018 and 2019, more than 90% of child sexual abuse materials accessed by INHOPE 
featured children under thirteen years old, while 8% of children were between fourteen 
and seventeen, and 2% were two years old and younger.15 Overall 84% of all the 
materials were found on image hosting sites.  

A majority of CSAM feature abuse of girls: in 2018 their share in the overall pool 
of accessed images and videos was 80%;16 in 2019 the gender proportion in the sexual 

abuse content was as follows: 91% 
featured girls, 7% — boys, and 2% of the 
materials featured both girls and boys.17, 18 

Latest research shows that the 
younger the child, the more likely the 
perpetrator is someone they know. A large 
share of CSAM featuring small children is 
produced in home-like settings and 
recordings from in-person contact 

situations. It is important to note though, that a part of the CSAM has been produced 
in studio-style settings and is clearly meant for illegal commercial purposes. Some of 
the CSAM are recordings from real time, so called live-streaming. 

Studies show that when digital recordings of the sexual crimes have been made, 
the victim is much less likely to tell anyone about the abuse (double silencing). Knowing 
that the material exists increases the feelings of shame and fear, especially the fear of 
someone recognizing them from the images.  

We must also notice that it is extremely difficult to take down the CSAM from the 
internet and often the illegal images are re-shared and distributed many times over in 
the digital media. CSAM can remain in the Internet, be distributed, exchanged, sold 
and bought, for a long time, even after the child has become an adult. The 
development of the Internet is a strong driver of CSAM circulation, as such material 
can now be transferred to somebody far away from the city, region or country of their 
origin, and stored for a long time. This makes the online sexual crimes against children 
more serious, as the child victims are re-victimized every time his or her images of 
abuse are distributed and redistributed online.  

The international law (Lanzarote Convention, Budapest Convention on 
Cybercrime) and national law in many countries cover not only the production of CSAM 
but also all other activities in connection with offering, providing, distributing, 

 
15 INHOPE, 2019, Annual Report  2019, p. 31 
16 INHOPE, 2018, Annual Report  2018, p. 20 
17 INHOPE, 2019, Annual Report  2019, p. 31 
18 INHOPE accessed materials in 60 countries across the globe. 

https://inhope.org/media/pages/the-facts/download-our-whitepapers/009c452175-1595854476/annualreport_inhope_2019.pdf
https://www.inhope.org/media/pages/the-facts/download-our-whitepapers/3976156299-1591885517/2019.12.13_ih_annual_report_digital.pdf
https://inhope.org/media/pages/the-facts/download-our-whitepapers/009c452175-1595854476/annualreport_inhope_2019.pdf
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transferring, buying and possessing CSAM, independently of the time of their 
production.  

According to Europol, peer computer networks (P2P19 allowing users to exchange 
files while preserving substantial anonymity) are the key channel for the distribution of 
content featuring child sexual exploitation; also popular are bulletin boards in Dark 
Net, where the user can search for specific materials depending on their ‘needs’, 
filtering the content by age, physical parameters of children, specifics of the sexual 
abuse situation, etc. 20 CSAM can be distributed via restricted Telegram channels: there 
is a specific category of channels where one has to share CSAM (either produced by 
the potential subscriber, or taken from elsewhere) with the admins, so as to be allowed 
to join the channel. CSAM (and live streaming of child sexual abuse) can be paid for by 
means of cryptocurrency thus protecting the anonymity of the users. Those engaged 
in the production and distribution of CSAM protect their anonymity also by means of 
encryption technology, Tor, VPN, social media apps which ensure user data security. 

From the judicial point of view, the child victim 
of sexual violence through the digital media is in a 
compromised position. The CSAM keeps getting 
circulated on the internet and this results in the 
police repeatedly contacting the parents or 
guardians of the victim to ask if they want to press 
charges or file for damages in the countries where 
this is stipulated by the national law. As the material 

circulates online and the police keep reminding the family and the victim of the crime, 
the child is continuously re-victimized, and the healing process slows down. Once the 
victim reaches legal age, she becomes responsible for responding to such inquiries 
herself. 

Virtual sexual abuse of children is a specific phenomenon, it involves the use of 
graphic design software to produce realistic digital images of children involved in 
sexual activities. Children are not involved in the production of such materials. The 
sheer realism of such materials gives an impression of involving real children, but this 
is not the case. These materials include hentai (from ‘perversion’ Jap.), a genre of 
Japanese pornography in the anime or comics (manga) format, showing any sexualized 
behaviours, including incest, seduction of school-girls, child sexual abuse scenes.21 The 
popularity of hentai has gone up along with the increase of Internet prevalence. 

 
19 See Section 3  
20 Europol, 2019, Internet Organised Crime Threat Assessment, p. 30 
21 E. Ioffee. Role of teenager subcultures in the gender and sexual socialization // Gender transformations in the mindsets 
and the socialization of youth in educational establishments: Materials of the relevant section of the national conference 
‘A child in the educational environment of a metropolis’ 2018. P. 73. 

https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2019
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The Council of Europe Convention on the Protection of Children against Sexual 
Exploitation and Sexual Abuse is a key international instrument on the matters of 
children protection against CSE; the Convention determines that ‘any material that 
visually depicts a child engaged in real or simulated sexually explicit conduct’ 
constitutes sexual abuse material. Virtual sexual abuse is sometimes treated as a 
specific form of online sexual abuse; this is however debatable, as children are not 
involved in the production of the materials and are not subject to abuse; at the same 
time the digital imagery of children makes it more acceptable to produce and 
distribute sexualized photos and videos featuring children. 

 

The COPINE22 Scale categorization of images of sexual content in images of 
children 

It may be sometimes difficult to draw a line separating everyday pictures and 
video showing a child (e.g. photos of little children in underwear, bathing suits, or nude 
infants taking a bath, etc., or nude children in the works of art) and CSAM. As part of 
the COPINE project (Combating Paedophile Information Networks in Europe), Ireland 
developed a rating to assess imagery, that can be further used for the purposes of 
academic research or criminal justice. The tool assessing images at a scale from 1 to 
10, where 1 is ‘Normal’ (or ‘Indicative’), and 10 is ‘Sadistic/Bestiality’ was developed by 
analysing images published online and in the news. 

 

1. Normal 
Normal pictures in which children play in neutral 
surroundings, or non-erotic and non-sexualised pic-
tures showing children in underwear, swimsuits, or 
the like, either from advertising or family photogra-
phy. 

2. Nudism – art 
Pictures of nude or partially nude children in normal 
nudist contexts and from legal sources. Artistically 
justified images of children. 

3. Voyeuristic 
Pictures of children photographed covertly at play-
grounds and other surroundings for children. Such 
pictures might possibly include visible underwear or 
various degrees of nudity. 

4. Posing 
Posed photos of children, whether fully clothed, 
partially clothed, or nude. 
 

5. Erotic posing 
Posed pictures of fully or partially clothed or nude 
children in erotically suggestive, sexualised or sexu-
ally suggestive poses. 

6. Explicit erotic posing 
Pictures emphasising genital areas, where the child 
is either nude, fully, or partially clothed. 

 
22 COPINE stands for ‘Combating Paedophile Information Networks in Europe’, a project in which the University of Cork, 
in cooperation with the Paedophile Unit of the London Metropolitan Police, developed a scale for categorizing images 
for use both in research and in the English criminal justice system.  
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7. Explicit sexual activity  
Pictures that depict touching, mutual and self-mas-
turbation, oral sex, and intercourse conducted by a 
child, though not involving any adults. 

8. Assault 
Pictures of children subject to sexual assault, show-
ing touching of the body with the hands and with 
adult involvement. 

9. Gross assault 
Pictures of gross sexual assault, showing sexual 
activities of intercourse, masturbation, oral sex and 
with adult involvement. 

10. Sadistic/Bestiality  
a. Pictures showing a child being tied, bound, 
beaten, whipped, or otherwise being subject to 
something that implies pain. 
b. Pictures where an animal is involved in some form 
of sexual behaviour with a child. 

 

In 2020 Protect Children (Varaanen-Valkonen N., Laitinen H-L.) developed a scale 
for categorizing child sexual abuse materials which is a modified version of the COPINE 
scale.  Modern terminology and trends in the creation and distribution of child sexual 
abuse materials were taken into account during its creation. 

 

Categorizing Scale for Images of Sexual Violence Against a Child 

1. Everyday images: 
Images in which children are in underwear or 
bathing suits in everyday situations and 
environments. Children have not been 
photographed for sexual purposes, but these 
publicly available images of children are used for 
illegitimate purposes. 

2. Nude or art images: 
Images of nude or partially nude children. These 
images include studio photos, artistic or other nude 
pictures of children. Children have not been 
photographed for sexual purposes, but these 
publicly available images of children   are used for 
illegitimate purposes. 

3. Voyeuristic images: 
Covertly photographed images of partially dressed 
children. The images portray children in everyday 
situations and environments, for example at the 
playground, at the beach or engaged in a hobby. The 
images are often focused in the crotch or chest area 
of the child. 

4. Posing images: 
Purposefully produced sexualizing images of fully 
clothed, partially nude or nude children. Children are 
dressed in adult lingerie or other accessories not 
suitable for the child’s age and developmental stage. 

5. Sexualizing posing images: 
Purposefully produced, nude or partially nude 
sexualizing images of children.  
Children   are posed in sexualizing positions, for 
example with their legs spread or their buttocks 
raised, or in adult lingerie, high heels or in other 
accessories not suitable for the child’s age and 
developmental stage. 

6. Strongly sexualizing posing images: 
Purposefully produced strongly sexualizing images 
of children, where the focus is the child’s genital area 
or anus. Children are ordered to pose with their legs 
spread or their buttocks raised, their genital area 
either visible or partially covered. 



 

 
 19 

7. Images portraying sexual violence 
without an adult: 

Images in which one or more children are portrayed 
without adults. The images depict sexual violence, 
such as touching of the genital area, masturbation or 
penetration. 

8. Images portraying sexual violence: 
Images where an adult touches the child’s body / 
genital area, or where the child touches the adult’s 
body / genital area. 
 

9. Images portraying gross sexual 
violence: 

Images which portray sexual violence inflicted upon 
a child by an adult, through for example touching of 
the genital area, penetration, or rape of the child.  
Images depict sexual violence including the use of 
instruments. 

10. Images portraying sadistic and brutal 
sexual violence: 

Images, where a child is being subjected to sexual 
violence, including other physical violence. Gross 
rape of a child. Pain is being inflicted on child, for 
instance by binding, hitting, whipping, or involving 
bestiality. The use of animals or instruments may be 
present 

 

Self-generated explicit material  
While people of any age can be involved in the 

production of sexual materials, it is often teenagers 
who not only produce but also share such content. 
Key distinction of this material from CSAM is that 
the photo or video is taken by the child him/herself, 
e.g. using smartphone or webcam. Self-generated 
explicit materials can be as follows: 

• Produced at a request from somebody; 
• Produced by an underage person and sent 

to somebody who didn’t ask for them; 
• Used as a means of extortion, where an offender attempts to extort more 

sexual material from the child who has earlier shared their sexual photo or 
video; 

• Sent by the first recipient to other people, for whom these photos or videos 
were not meant, or published in social media or blogs for public access. 

We can differentiate between two types of materials: 1) produced by children or 
teenagers at their own will, 2) produce through coercion or extortion on the part of 
the abuser/ exploiter. The children may believe this conduct to be normal and expect 
their peers to ask for such materials; at the same time the peers asking for them may 
not be aware of the legal consequences of getting and distributing these photos and 
videos. Even where explicit sexual materials are produced by the child willingly, without 
coercion, their circulation among the peers makes the child more vulnerable to online 
sexual exploitation, as these materials circulating among the peer group may reach 
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people involved in online sexual abuse or exploitation, e.g. the peers may intentionally 
share such images or videos for money, or publish them on relevant platforms in order 
to obtain other CSAM, etc. 

 

Live streaming of CSA 
Live streaming of CSA is a specific form of sexual exploitation of children, it 

involves real time streaming of a situation of sexual abuse. The customers ‘order’ 
(sometimes in real-time) a set of abusive actions to be taken against the child; they can 
select the child by age, race and gender, choose the setting and the plot to be 
implemented by the perpetrators. It can include exploitation of the child in 
prostitution, forcing the child to take part in sexual performances, and production and 
distribution of CSAM. The child is thus subject of abuse from several people at a time, 
because both the ‘customer’ and the person coercing the child equally infringe the 
child’s rights.  

There are criminal communities where members share illegal materials, tips on 
how to pick up a victim and avoid criminal prosecution. It is particularly difficult to 
document this form of sexual exploitation, and, consequently, to bring the offenders 
to justice, as those who perform abusive activities and watch the stream would often 
avoid saving the video on their devices, thus no digital evidence of the exploitation 
remains. Any application that supports live streaming can be used by offenders for 
online child sexual abuse, as those applications are unmoderated most of the time. 
However live images of sexual violence are often recorded for future distribution 
(CSAM) to generate maximum profit. 

As Internet access and technical 
devices become affordable, the 
perpetrators can broadcast live sexual 
abuse of children from almost anywhere to 
any place in the world. The investigation of 
such crimes is often hindered by 
differences in the national laws, as the 
offenders would often be located in a 
different country from the victims and 
intermediaries. The trans-border nature of 
these crimes makes it especially difficult to 
find the victims and offenders. Moreover, 
several children at a time can be involved 
in a stream, becoming victims of abuse 
and exploitation.  



 

 
 21 

These live streams are conducted via both popular applications such as Skype, 
Zoom, and specialized services, e.g. webcam sites. At present, there are multiple 
websites providing live streaming of sexualized activities of adult models; there is 
however no certainty that there are no minors among such models.  

Children can agree to participate in live streaming in exchange for certain benefits, 
so this kind of crime can consist of multiple episodes. For instance, a child can be 
convinced that they are undergoing a selection process in a model agency. Children 
from low income families can agree to take part in such streaming in exchange for pay 
for telecom services, or gadgets, or cash. Importantly, children from low income 
families can also engage in such activities so as to get the means to survive. They can 
proactively get registered at the platforms for webcam models, to earn money to 
support their existence, but also to buy gadgets, clothes, etc.  

Digital media and new technologies have brought down the costs of production 
and distribution of “made-to-order” CSAM and live streams of sexual violence against 
a child, and it has become a serious threat. These crimes are often linked with 
organized criminal group activities and this phenomenon is a significant and emerging 
threat for children all over the world. 

 

Sexting 
Sexting (from sex + texting) is a term 

used when someone is sending, receiving, or 
forwarding sexually explicit messages, 
photographs, or images through digital 
devices. It is quite common for adolescents to 
start experimenting and engaging in sexually 
charged communication that often includes 
images. Digital media has become embedded 
in everyday life and sexting has become a 
common component of adolescent dating 
culture. It is not uncommon that half-nude 
and nude images are requested and sent 
even when not dating – sexting has become a part of adolescents’ psychosexual 
development. Cognitive interest to sexual topics among adolescents is a natural step 
in understanding themselves and the world around; this interest can however be 
abused by offenders to harm the child. The Internet allows children to discussed 
intimate matters not just with the close friends, but with anybody anywhere in the 
world. Offenders can start communicating with a child on sexual topics, and the 
content of this communication may later be used to blackmail, coerce or manipulate 
the child. 



 

 22 

Sexting can be done via messengers (e.g. WhatsApp or Telegram) or social media, 
or not be tied to any specific Internet platform. Some platforms, such as Instagram and 
Facebook seek to counter sexting, by blocking search requests and chats and 
communication with a sexual implication in search results, requests indicating sexual 
activities, and content that includes elements that are used with a sexual implication, 
such as emoji of egg-plants, peaches, and water drops, and sexual pictures where 
private parts of the body are covered by smileys; they also block respective posts and 
users. Young people can however get round this by using other smileys which are 
permitted, and words with sexual implications.  

For many young people, sexting and the respective exchange of self-generated 
explicit materials is a common form of flirting and experimenting. Sexting is often 
perceived by adolescents as “just messing around” but there is a significant portion of 
children who perceive it as offensive and shameful and do not know what to do or how 
to feel in such situations. We must be careful not to mistake sexting for sending of half 
nude or nude images and messages without the other person’s consent. Sending 
sexually explicit images of underage children without consent is sexual harassment23 
and may meet the criteria of a crime. Researchers underline the need to distinguish 
between active and voluntary sexting and passive receiving of sexually explicit images 
and messages without consent which can be defined as a form of sexual harassment. 
Even very young people report that receiving sexual images and messages has become 
“a new normal” and they often already know how to delete and block the senders from 
their contact lists. Even though children know how to block unwanted messages there 
are many children who are left alone with negative feelings and disturbing thoughts 
related to these incidents. The most common reason children fail to tell anyone of the 
harassment, is the feeling of shame associated with having received sexual images 
without their consent. 

The international criminal police organizations have reported increasing numbers 
of uncontrollable dissemination of underage children’s self-taken nude or half nude 
images on the internet. According to deShame research,24 adolescents are often aware 
that sharing nude images of underage children over digital media is wrong, but there 
is a clear contradiction between their attitudes and actions. According to research, 
adolescents are not well aware of the legislation concerning sharing of inappropriate 
sexual images of underage children. There is a strong need for more education to give 
them a clearer understanding on the legislature concerning sexual harassment and the 
consequences if they are found guilty. In many countries however the laws against 
sexual harassment are yet being developed; thus on top of raising awareness of legal 
matters, it is important to inform children about the safe use of Internet and the 

 
23 Sexual harassment is defined as verbal, non-verbal or physical, undesirable behavior of a sexual nature that intentionally 
violates the victim’s mental, emotional, or physical integrity. This includes sending explicit images without consent.  
24 ChildNet International, 2017, Project DeShame 

https://www.childnet.com/our-projects/project-deshame/research
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possibility to ask for help once they have come across sexual harassment online. There 
is also a need to create programs and campaigns that empower children to tell a safe 
adult when their self-taken half nude or nude images have been shared online without 
their consent. We need to inform adolescents and children on how and where to get 
help if they are feeling shame, self-blame or are worried and frightened about the 
consequences of the shared images being made public. 

 

Using internet in recruiting children in human trafficking 
The Internet is more and more often used for recruiting children in human 

trafficking. Children can be recruited in human trafficking for the purpose of sexual 
exploitation, labour or other exploitation, and online technology is employed at every 
stage of the trafficking: recruiting, transporting and exploiting.  

Recruiting children into human trafficking can take place both at commonly used 
websites in the Internet and in the Dark Web. Bulletin boards, chats, forums, any 
websites can be used for this purpose. Vacancy postings on websites featuring private 
posts, as well as dating sites and apps are often used. Messengers can be used for 
recruitment, with family or friend trying to engage with the potential victim. Platforms 
for webcam models can also be a space to recruit young people in human trafficking. 
Targeted ads (online advertising that targets particular groups of users; ads pop up in 
social media, on websites, in search engines depending on the history of user’s search 
requests), in particular those related to a job search, can also be used for the purpose 
of recruiting children into human trafficking.  

Children already involved in human trafficking 
can act as recruiters, e.g. offenders can force the 
children already exploited to invite their friends and 
peers to work or study abroad, thus bringing them 
in for the exploitation. Besides, offenders often 
place online advertising of the ‘services’ of the 
victims.25 Children victims of human trafficking 
often have access to the Internet and use social 
media, that creates opportunities for law 
enforcement and organizations providing help to 
victims of human trafficking, to implement 
preventive strategies and inform all users of where 
they can get help. 

 
25 Thorn, 2018, Survivors Insights: The Role of Technology in Domestic Minor Sex Trafficking, p. 7  

https://www.thorn.org/survivor-insights/
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3. Means/tools/platforms for recruiting children in CSE and 
human trafficking 

Structure of the World Wide Web: Surface Web, Deep Web, Dark Web  
Most people use only a small part of the online universe, while most of it remains 

invisible for us. The entire Internet space can be grouped into three categories that 
include visible (surface) and invisible webs: 

1. Surface web is part of the web any user can easily access via standard browsers 
(Internet Explorer, FireFox, Yahoo, Bing) and search engines (e.g. Google, 
Yandex). This space is visible for all users, websites in this space are indexed by 
search engines. This surface web accounts for just 4% to 10% of the entire 
worldwide web, by different estimates. It is also called ‘the common web’, visible 
or indexed web, or ‘Clearnet’. 

2. Deep web is part of the web invisible for search engines (or web-crawlers) and 
not reflected in search results.26 This web is not universally accessible for all users, 
it is not indexed in search engines, instead users need specific protocols to access 
it. The deep web occupies 500 times more space than the surface web. It is home 
to cloud storage systems, archives of personal information (including private 
mail, online banking details), companies’ and governments’ data. It includes 
corporate intranets that can’t be accessed without relevant authorization, and 
materials that are yet to be indexed in the search engines, i.e. they are not part 
of the data pools accessed by search engines. Deep web resources can be 
accessed via specific authorization (URL, pass) or an authorized person. Any page 
or website that needs account details to be accessed, is part of the deep web, 
with search engines having no access to it. Popular access engines are DeepPeep, 
IncyWincy. For example, Facebook has an account in the deep web which helps 
users enjoy this social media in the countries where it is blocked. 

3. Dark web is part of the deep web where users can 
remain anonymous and find information inaccessible 
through common search engines, by using specific 
software that allows to conceal their online presence. 
The dark web is a very small part of the online space. 
Access is possible only via a specific browser / software. 
TOR is the most popular one, with Freenet, GNUnut, 
Hotspot Shield, Freenet I2P (Invisible Internet Project), Riffle following the lead.  

 
26 Khosrow-Pour, D. B. A. (Ed.). (2020). Encyclopedia of Criminal Activities and the Deep Web. IGI Globalс, p.164 
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The dark web is based on the concept of protecting personal data. In order to 
avoid corporate marketing advances (i.e. prohibit the tracking of user history for 
marketing purposes), dark web supports confidentiality of users’ habits. Accessing the 
dark web as such is not illegal; only illegal activities using the dark web resources can 
be prosecuted. 

Deep and dark web can be used for criminal activities, among other use cases, as 
they protect anonymity and make it difficult to identify victims and offenders; their 
primary purpose however is to simply keep content inaccessible for common search 
engines (such as Google, Yahoo, etc.) which access only indexed websites. The content 
of the dark web is not limited to illegal information or details of criminal activities. For 
instance, Tor, along with other browsers, allows access to websites or pages that are 
not illegal (including educational resources, social media, corporate websites, etc.).  
Глубокая сеть и темная сети используются в том числе для криминальной 
деятельности, так как они дают возможность сохранения анонимности и 
усложняют идентификацию пострадавших и преступников, однако по сути – это 
просто контент, недоступный обычным поисковым системам (таким как Google, 
Yahoo и другим), осуществляющим поиск только по индексированным сайтам. 
Содержание ресурсов Dark web не ограничивается нелегальной 
информацией/данными о преступной деятельности. Например, Tor, как и другие 
веб-браузеры, позволяет получить доступ к сайтам/веб-страницам, которые не 
являются запрещенными, включая образовательные ресурсы, социальные сети, 
официальные сайты организаций/компаний и т.д.   

Criminal activities, including all forms of CSE and human trafficking can be 
conducted in any part of the cyberspace. None of these spaces ensures complete 
anonymity. Still, in the deep and the dark net there are more opportunities to remain 
anonymous for those who recruit and exploit children online, and it is more difficult 
for the law enforcement agencies to solve such crimes. 

 

The Onion Router (TOR) 
TOR (The Onion Router) is a free open-source software (i.e. third-party 

programmers can access and explore the source codes); it support anonymous 
communication in the dark web. TOR is both a network and a browser to access the 
network. It allows hiding the browsing patterns, location, preferences, and personal 
data, and makes it difficult to track users’ activities. 

TOR was launched back in 1995 by the United States Naval Research Laboratory 
to support anonymous communication within the organization. Today the browser and 
the network are open to public and represent a non-commercial project with a vision 
to protect the right of the users for online anonymity and privacy. TOR helps protect 
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oneself from traffic analysis, which is a form of online surveillance that threatens 
personal freedom and privacy, confidential activities and relations in the corporate 
world, as well as the state security. Latest data put the number of its daily users at 
around two million.  

TOR protects users by directing their traffic via a global volunteer distributed 
network. Thanks to this technology, TOR does not allow anybody who sees your 
internet connection to also see the websites you are visiting; and doesn’t let the 
websites know your physical location. It works under Windows, Mac, Linux/Unix and 
Android. The users’ anonymity is ensured by triple encryption of the traffic and its 
routing via other servers selected at random; encryption layers are removed one by 
one, while preserving the information re the previous and the following node, thus 
reminding of peeling an onion. At each relay node, one layer of encryption is removed 
so that the current node can discover the address of the next destination node.  This 
way this technology helps conceal the origin and the direction of a user’s request (i.e. 
the user’s trail). The user’s IP address is not tracked. TOR is also efficient in getting 
round roadblocks installed for the purpose of censorship, and accessing the content 
that has been censored. 

Below we briefly introduce certain technologies and techniques that help preserve 
one’s anonymity or the anonymity of their data, and can be used to perpetrate CSE and 
recruit children in human trafficking in the Internet. Please note that all those 
technologies were developed with the primary purpose of protecting users’ personal data, 
but those who involve children in sexual exploitation or human trafficking online, can 
benefit from the opportunities created by such technology, and use it for criminal 
purposes. 

 

Encryption 
Encryption serves to ensure confidentiality of user data stored at a device 

(smartphone, computer, tablet, etc.) or transferred online (e.g. communication in 
messengers or via e-mail). It converts the original data into an encoded form, so as to 
protect it from third parties. The encrypted content can be decoded only by means of 
the respective encryption key.   

For instance, when users type in bank cards details to make an online purchase, 
the encryption is used to protect the card number and the secret CVV code. This 
encryption is performed by the software installed at the computer that stores the data 
and supports the communication; alternatively, the encryption key can be connected 
with the data themselves. Encryption does not guarantee a third party will never be 
able to access the information, but decoding takes time, special software, and 
knowledge of encryption algorithms. 
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Peer-to-peer 
The peer-to-peer (decentralized) network can be used only by authorized users 

(peers). These networks ensure user’s anonymity online. Peers are devices (computers) 
connected online. Materials can be shared between such computers directly, without 
a central server. Every computer functions both as a file server and a customer 
requesting data from the server. Similarly to file interchange, peer-to-peer payments 
can be made without a financial organization. P2P networks are grouped into friend-
to-friend (F2F) networks for users who know each other, and networks where any users 
can connect with others. Expanding the network creates risks for the confidentiality of 
the users’ data. 

 

BitTorrent 
BitTorrent is a P2P system that helps exchange files online. Most BitTorrent 

services do not require registration or provision of personal information. BitTorrent is 
a most popular system for file interchange; other services of the kind are Gnutella, 
eMule, Ares, Gnutella2, etc. Research data suggest that these services are used to 
exchange CSAM among other materials. 
 

VPN 
 Virtual Private Network supports safe 

connection to another network via the Internet. 
The user device (computer, tablet or 
smartphone) gets connected to another device 
(the server) so that the user would surf the 
Internet via this second device that can be 
located in a different country, thus concealing 
the real location of the initial user device, or its 
IP address. This makes it possible to unblock 
some restricted content; this network can be 
used to access resources that are prohibited or 
blocked in a certain country or region, and to 
protect users’ activities in the public networks. 
VPN has been developed so as to ensure safe 

connection of business networks via the Internet, or access a business network from 
home; today the VPN uses are much broader. While many companies use VPN to 
protect their connection, in some countries using VPN is illegal as it allows access to 
resources blocked in that particular country. In some countries only some VPNs are 
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allowed by the government; there are however resources to get round this ban (e.g. 
NordVPN). 

 

Zero-knowledge/No knowledge services 
Zero-knowledge services aim to ensure complete confidentiality of user data (the 

term ‘no knowledge services’ is also used as a more accurate one from the point of 
view of encryption). Google, Office 365, DropBox and other services collect users’ 
personal data to the detriment of the confidentiality. Zero-disclosure services, such as 
SpiderOak, Protonmail, offer zero-knowledge data storage services making it 
impossible for these data to be obtained by a third party. 

 

Abine Blur - Privacy Utility 
Abine Blur is a universal tool to ensure confidentiality on the mobile devices and 

in the internet browsers; it helps remove users’ personal data from search engines. It 
allows also to block adverts, mask the smartphone or credit card used for online 
payment, generate strong passwords, mask one’s e-mail address, etc. 

 

Cryptocurrency 
Cryptocurrency is digital (or virtual) currency without an equivalent in any national 

currency; it only exists online, without a physical or electronic representation. One of 
its key features is that cryptocurrency is accounted in a decentralized payment system 
(unlike money on a bank account), so that exchange transactions can be performed 
without intermediaries, and the data on the owner of cryptocurrency or parties of a 
transaction is not documented anywhere. As a result, cryptocurrency can be used in 
CSE (e.g. to pay for CSAM or live streaming of sexual abuse), while ensuring the 
anonymity of the criminals. The first and one of the most popular cryptocurrencies is 
Bitcoin; there are however many others: Thether, Ethereum, Lightcoin, etc. 

 

Deepfake 
Deepfake allows to place a photo or video over another one, so that the face of a 

child can be edited in to another image thus making their identification much more 
difficult. This technology can be used for the production of sexual materials for sexual 
extortion and blackmailing of a child (the child’s face is edited into a sexual image or 
video though he or she didn’t take part in the photo or video session per se), and for 
hiding the traces of crime by replacing the face of the child who has been sexually 
abused or exploited with the face of some other child. 
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Recruiting children into CSE and human trafficking in video-games 
Recruiting minors into human trafficking via the Internet can take place at any 

platform popular with the children. In the last two decades there appeared many video 
games that are connected with the Internet this way or another, with some of them 
played only online, hence recruiting of children via video games.  

Online games are extremely 
popular in all age groups. They can 
be played from desk-top computers, 
laptops, tablets, or smartphones. 
Many children and teenagers have 
access to such games, most of which 
support and encourage 
communication with other players, so 
that they would coordinate their 
actions. Offenders can make use of 
this feature to strike a conversation 
with a child. Players’ profiles 
sometimes contain substantial 
amount of personal information, and 
it is important to teach a child not to 
publish personal information or other 

content that can be used by offenders. In some games, children’s profiles can be kept 
private, with an icon in the profile, instead of a photo, thus reducing the risks for 
children. Offenders resort to all types of conduct including online grooming, to make 
the child perform the actions desirable for the offender. For instance, they can give the 
child in-game items to earn their trust. 

4. Preventing involvement of children into online CSE and 
human trafficking: model and approaches 

The increase in the number of crimes of online child sexual exploitation and 
involvement of children in human trafficking via the internet is driven by multiple 
factors, including low risk-awareness and, consequently, lack of restrictive and 
awareness-raising measures, easier access to the Internet for children, limited online 
surveillance capabilities of law enforcement and other agencies responsible for 
countering CSE and human trafficking. 
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Prevention of online CSE and recruitment of children into human trafficking via 
the Internet is a multi-agency endeavour; its key 
purpose is to identify, prevent or remove the 
factors and situations that enable the 
involvement of children into online sexual 
exploitation and human trafficking. Children and 
peers can contribute to the prevention of online 
sexual exploitation, along with educational 
organizations, Internet providers, software 
developers, social media, researchers, lawyers, 
police, social services, and professionals working 
with children and interested in the mitigation of 
internet-related risks.  

Target audiences in terms of the prevention of online CSE and human trafficking are:  

• children and teenagers  
• parents 
• professionals 
• offenders (former, current or potential) 
• software developers.  

 

Children and teenagers  

All children and teenagers are 
subject to the risks of online sexual 
exploitation or human trafficking. 
There are however groups that are 
particularly susceptible to this risk. 
One of the key risk groups for online 
CSE (most often in the form of 
producing images or video featuring 
sexual abuse) consists of children in a 
difficult situation and without adult 
care (e.g. runaways, unaccompanied, 
living in the state care, involved in 
begging, separated from parents). The 

availability and approachability of the Internet has however led to the expansion of the 
risk group for online CSE: global benchmarks show that also adolescents living in a 
privileged social environment can be engaged into the production and publication of 
such visuals, looking to ‘become popular’ or earn money. 
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Parents or legal representatives 

Parents or legal representatives are the adults closest to the child, they should 
be among the first to inform the child of both the online threats and safety rules, and 
help children apply these rules in their daily life; they should also prevent situations 
creating a risk of CSE by applying restrictive measures (e.g. parental control tools, 
strict rules on how to use the Internet). This is why it is important to target this group 
via awareness-raising campaigns and trainings. 

 

Professionals 

This group includes school and nursery-school teachers, social agency workers, 
psychologists, and other professionals working with children, as well as software 
developers and telecom providers. Experts in online CSE prevention develop and 
implement preventive programs, provide advice to parents and children, including 
children in the risk groups and victims of CSE.  

Software developers offer a variety of software to help parents control the children’s 
activities online, namely to block the content unsuitable for children (websites or 
applications), make child’s profiles private, prohibit other users from sending personal 
messages to the child, set time limits for the child to stay in the Internet at night, etc. 
Software developers also provide guidelines for parents and specialists with regard the 
information literacy and safety. 

 

Offenders 

CSE prevention perimeter should include a special focus on potential offenders 
and people who have earlier conducted crimes in any way connected with online CSE 
or human trafficking. Potential offenders can be of any gender, age and social status; 
they may or may not have a mental condition. Moreover, not only adults but also 
adolescents can be engaged in recruiting children for CSE and human trafficking.  

Measures to prevent risky online behaviours more often target children or their 
parents. The criminological routine activity approach suggests three minimal elements 
that need to come together for a crime to be committed: a suitable victim, potential 
offender, and unprotected place or setting. These three elements can be visualized as 
three sides of a ‘crime triangle’. The triangle however falls apart, should any of its sides 
be taken out; similarly, a crime can’t be committed if any of these three minimal 
elements is removed or neutralized. Thus, the routine activity approach suggests the 
‘targets’ for the prevention efforts: the child, offender and setting; these three need to 
be addressed for the prevention to be a success.  
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There are several classifications of 
the types of prevention work. From the 
point of view of the public health, the 
following three types of prevention are 
identified, depending on the stage of 
the risky situation they apply to: 
primary, secondary and tertiary, every 
type of measures having a specific 
objective.  Primary prevention targets 
the children not yet subjected to CSE, 
its purpose is to identify and mitigate 
the risks for children to be subjected to the online sexual exploitation, and to improve 
online safety. It consists of universal prevention measures targeting all children and 
adolescents, and selective prevention targeting specific groups of children with a 
higher risk of getting involved in CSE or human trafficking.  

Secondary prevention targets the children with a very high risk of CSE, its purpose 
is to early identify and mitigate short-term consequences of CSE and human trafficking 
for children. This includes training of specialists on how to identify and support the 
children, ensure access to the support services for children and their families. Tertiary 
prevention of CSE targets children victims of CSE and human trafficking, and offenders; 
its purpose is to prevent a repetition of the offence, reduce negative impact of the 
sexual exploitation and human trafficking for the child victim, help them avoid future 
involvement into CSE and human trafficking.  

Another classification of the prevention work is based on the work formats and 
the target groups and differentiates between universal, selective and indicated 
prevention measures.27 The universal prevention targets the entire population, while 
selective prevention addresses only high-risk groups (children with an ‘above average’ 
risk of involvement into online CSE or human trafficking); indicated prevention targets 
the children with a very high risk of involvement into CSE and human trafficking, who 
already demonstrate risky behaviours or signs of being involved in CSE and human 
trafficking.  

These approaches to the classification of preventive work (i.e. differentiation 
between primary secondary, tertiary or universal, selective and indicated prevention) 
are not mutually exclusive. In fact, it is quite the opposite: they help us consider a 
variety of forms and objectives of prevention efforts that can target different groups 
of people and at different stages of a criminal activity (from primary prevention aiming 

 
27 Gordon Jr, R. S. (1983). An operational classification of disease prevention. Public health reports, 98(2), 107. 
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to prevent CSE and human trafficking, and up to the tertiary prevention addressing the 
victims).    

Below we discuss in more detail the classification of prevention measures by the 
objective (primary secondary, tertiary) in its combination with the routine activity 
approach. 

On the other hand, adding the routine activity approach to the preventive health 
care model clearly shows that the prevention is not limited to children or potential 
offenders, but includes measures to change the criminogenic characteristics of the 
setting, and ensure protection of children. For example, if the crime is made more 
difficult to commit, e.g. by influencing the setting, it will be sufficient for reducing the 
number of crimes actually committed.  

On the other hand, when we add the routine activity approach to the preventive 
model under the healthcare perspective, the focus is shifted onto the fact that 
measures can be taken before and after a crime, and from locations that are far away 
from the crime scene. Thus, interference by specialists may include not only prevention 
(i.e. routine response actions) but efforts to improve resilience of vulnerable children, 
to reduce the risk of them getting involved in online CSE or human trafficking. 

 

Matrix of preventive strategies 

A combination of these concepts brings us to a matrix of preventive strategies, 
showing the objectives in respect of all the three elements of the ‘crime triangle’ 
(offender, victim, setting) at the three levels of prevention (primary, secondary and 
tertiary). Table 1 contains examples of objectives at different levels of the prevention 
of online child sexual abuse demonstrating the range of variants of preventive 
strategies. 28 

  

 
28 Brown, J. (Ed.). (2017). Online risk to children: Impact, protection and prevention. John Wiley & Sons, p. 145 
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Table 1. Matrix of preventive strategies 

Level of 
prevention 

Target 
group 

Primary Secondary  Tertiary 

(Potential) offenders Strengthen the 
perceived risk (e.g. by 
informing the targets 
about the 
consequences of an 
online abuse crime) 

Offer pop-up warnings 
(e.g. on resources 
where people search 
for pornography) 

Prevent a repeating 
crime  

(Potential) victims Improve awareness of 
online risks and safety  

Reduce vulnerability 
and risky behaviours; 
identify cases and 
provide primary 
assistance  

Prevent further 
involvement in online 
sexual abuse  

Setting Make access to 
children harder (e.g. 
by installing parental 
control tools)  

Block online 
transactions 
connected to online 
CSE  

Gather intelligence on 
crimes committed 

 

Prevention of online child sexual exploitation and involvement into human 
trafficking via the Internet needs to be conducted at several levels, from reducing 
child’s online vulnerability and preventing crimes, and up to working with victim 
children and offenders and addressing the setting. These elements of the matrix are 
discussed in more detail below. 

Primary prevention 
Primary prevention is a key strand of protecting the children from recruitment into 
human trafficking and involvement in CSE via the Internet. It seeks to improve the 
awareness of children, parents, professionals, and the population as a whole, of CSE 
and human trafficking, potential risks, and opportunities to report a case or get help; 
and to develop skills to ensure child’s safety online. The primary prevention is a system 
of measures to remove preconditions and triggers that enhance the risks of being 
involved into CSE and human trafficking. 
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Potential victims: improving online safety  

Sexual abuse, including involvement 
into CSE via the Internet, largely depends on 
the susceptibility of a child, that is 
determined by the child’s age and/or 
developmental parameters. For more senior 
children, a key risk factor for CSE can be the 
natural sexual curiosity and a desire for 
romantic and sexual relations; for younger 
children it is the unawareness of the basic 
rules of online safety. Hence, suggested 

approach to the primary prevention is to make the use of the Internet safer for children. 
There are three key streams in this work: 

 

1. Use of Internet filters and trackers  

Current IT tools to protect children from threats in the Internet are largely 
designed for parents; they are ‘parental control’ software and services. These tools can 
be provided by mobile service operators, Internet providers, developers of social 
media, messengers, and applications, and developers of software, including specific 
anti-virus software. They are not designed to counter undesirable information but only 
to filter the information accessible for a child, and control the child’s online activities. 
The functionality of the above software can be as follows:  

• block certain websites, URL- and IP-addresses, and e-mails; 
• control the use of certain words in search requests; 
• duplicate messages sent out by children; 
• disallow certain words in search requests; 
• monitor the real-time location of the child; 
• control child’s use of the Internet, including monitoring of their followers in social 

media (Facebook, Twitter, etc.), blocking, access to internet within a designated 
period only, online shopping, and prohibition for children to publish personal 
information in the internet. 

As of yet, there is no software to control instant messengers (WhatsApp, Viber, 
Telegram, etc.).  

Children and adolescents can get round the restrictions set by the parental control 
software. Moreover, this software doesn’t guarantee full protection from online risks, 
so it should be treated as an auxiliary prevention means, along with awareness-raising 
and improving the online safety skills of a child. 
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Measures targeting the children shouldn’t focus 
on how to avoid threats online, as prohibitions are 
inefficient. Online crimes are often avoidable, the key 
instruments for this are preventive work and 
awareness-raising among children, parents and 
professionals working with children, with regard to 
online risks and safety rules. Children can be 
proactive with regard to their own safety in the 
Internet, many of them know of, or use such 
functions as blocking of undesirable, offensive or 
inappropriate content, making their profiles private, as well as protection of personal 
data, search for online safety recommendations, adjustment of confidentiality settings 
for their profiles in social media; analysis of websites in terms of content quality, 
blocking spam. When conducting prevention work with children, it is important to 
remember that children’s potential to ensure their own safety in the Internet is directly 
dependent on their age and cognitive characteristics. Thus, prevention activities should 
be developed taking into consideration the child’s age and capabilities.  

 

2. Teaching online safety to children, parents and professionals 

In some countries, ‘digital 
divide’ between adults and 
children is rather big, with adults 
being underinformed both of the 
online threats and the internet 
functionality in general. While 
children may be more advanced 
users than their parents or 
professionals working with them, 
they may often lack knowledge 

about potential risks and ways to mitigate them. Sometimes they disregard the adults 
as lacking competence in online safety matters, and don’t believe adults can help them 
there. 

Parents and professionals working with children need support and information 
about the risks and efficient measures to prevent threatening situations in the Internet. 
Parents and professionals need to know and be able to detect signs of the child being 
subjected to online grooming, harassment, extortion, or stalking, or being recruited 
into human trafficking. 

To prevent online CSE and human trafficking, children can be involved in 
awareness-raising, education and prevention activities as volunteers, so as to carry out 
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preventive activities themselves afterwards. Involving children into awareness-raising 
campaigns, development of mobile applications, social video, games for various 
groups of young people, is an efficient strategy of primary prevention. When children 
and their parents jointly take part in interactive activities (such as competitions, 
celebrations, topical actions), this helps not only to expand the coverage of the target 
groups, but to form emotional bonds between the children and parents, and develop 
cooperation skills.  

Potential offenders: explaining the risks and consequences of crimes, achieving a 
higher perceived risk 

Internet has significantly expanded room for online CSE and human trafficking crimes 
by supporting the anonymity, easier access to children, selection of a potential victim 
via profiling, and anonymous payments for and receipt of CSAM. Primary prevention 
of online CSE in the group of potential offenders is to inform them about the risks and 
consequences of such crimes. Desired outcome at this stage is to reduce the 
probability of a potential offender actually committing a crime. 

Suggested ways to target potential offenders:  

• Extend the capabilities of special agencies (e.g. police) to identify potential 
offenders, including by means of Internet technologies, including both public 
resources (e.g. photo search services, maps, etc., to find the location of the 
crime scene, the offender and the victim), and specific encryption applications, 
databases, etc. 

• Consistently inform the population of the operations that lead to detention of 
criminal offenders. 

 

Setting and circumstances: consistently inform the population about risky settings 
where a child can get involved in CSE and human trafficking via the Internet. 

Representatives of public and non-public organizations should focus on telling 
the people about the scale of the problem, risk factors, and typical settings where a 
child gets involved in online CSE and human trafficking. 

 

Secondary prevention 
Secondary prevention consists of a set of measures to reduce vulnerability of 

children with very high risk of involvement into online CSE, or already subjected to 
such exploitation. The objective here is to quickly identify such children and refer them 
for help. Secondary prevention also includes measures to help master the rules of safe 
online communication. 
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Children: reduce the risk, identify CSE situations, refer for help  

Secondary prevention measures are employed in high-risk situations, e.g. to 
prevent forthcoming or already happening abuse of children. The aim of these 
prevention efforts is to develop specialist skills for early detection and support of victim 
children; these skills are a crucial component of the comprehensive preventive strategy.  

Educational programs for parents are to help the parents understand how to 
notice and react to signs of risky online behaviour in their children. Staff of educational 
organizations should be taught minimum digital literacy and be aware of the threats 
of CSE and human trafficking, so as to be proactive in the prevention work, quickly 
identify high-risk children, or those subjected to CSE, and provide them with help and 
support. 

There are special-purpose websites and hotlines where one can report 
inappropriate content, missing children, and any suspicious circumstances that may be 
related to online CSE and human trafficking. 

 

Potential offenders: target people with elevated risk of committing a crime  

Involvement in online CSE and human trafficking is a latent crime, hard to identify 
and investigate. Some countries employ special warnings or hotlines for potential 
offenders (e.g. self-help program, Child Sexual Abuse Anti-Distribution Filter (CSAADF), 
see section 5). The key message in such programs or warnings can cover one or several 
of the following: 

• Influence the motivation of the offender, stressing the damage caused to 
children as a result of exploitation and then distribution of materials featuring 
sexual abuse; 

• Strengthen the perceived risk of the potential offender: they need to know that 
their actions are being watched by the law enforcement, or that information on 
them will be passed to police, e.g. if they continue searching specific online 
resources; 

• Focus on the perspective legal consequences and psychological harm for the 
offender; provide advice on where one can get help if they discover they are 
sexually interested in children. 

• Self-help programmes for people who search, view and distribute CSAM. Such 
as ReDirection that will be developed.  

 

Setting and circumstances: block resources that may host CSAM, block online 
transactions related to CSE and human trafficking, identify victims and children with a 
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high risk of getting involved into CSE by means of online technologies, special-purpose 
software and databases. 

These measures are mostly taken by law enforcement agencies and entities whose 
mission is to ensure digital safety. The key areas of activity are as follows:  

• block internet resources that host illegal materials featuring children;  
• identify children subjected to online CSE or human trafficking in the photos, 

video and audio published in the Internet;  
• introduce measures to restrict access to the Internet platforms containing illegal 

materials; 
• police officers to get registered on websites posing as minors; conduct 

operations to identify offenders;  
• financial service organizations to cooperate with law enforcement: where a 

payment transaction is connected with a sale or purchase of CSAM, banks may 
suspend such transactions and inform the law enforcement agencies 
respectively;  

• train professionals working with children to quickly identify children in the risk 
groups and victims of crime, and refer them to help in good time.  

Tertiary prevention 
Tertiary prevention consists of a set of measures targeting social adaptation and 

rehabilitation of offenders guilty of involving children into CSE or human trafficking via 
the Internet, and prevention of further involvement of victim children into human 
trafficking or CSE. The objective at this level is to create a supportive and favourable 
environment to reduce risks of returning to CSE, by protecting them and developing 
safety skills relevant for online communication.  

Children subjected to online CSE: avoiding further victimization  

One of the most worrying consequences of sexual abuse is higher risk of future 
victimization: it will not be limited to the same circumstances that surrounded the CSE 
episode, but will manifest in other circumstances, and also later in life. A most efficient 
rehabilitation approach that helps to minimize psychological consequences of online 
CSE is trauma-oriented cognitive behavioural therapy. Programs aiming at mitigation 
of risks of involvement in online CSE or human trafficking can focus on the personality 
traits and the characteristics of the social environment of the child; they help develop 
online safety skills and adequate risk perception, and rehabilitate a child subjected to 
CSE. Another form of tertiary prevention efforts is to organize discussions with relevant 
professionals (e.g. psychologist, digital safety specialist). Advice can be obtained via 
dedicated hotlines in security centres. Please see a discussion on hotline dedicated to 
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safe use of Internet ‘Children Online’ 
(Russia) in section 5. On top of 
helplines, there are support centres 
parents and children can visit in 
person. 

To avoid consecutive involvement 
in online CSE or human trafficking, 
awareness-raising measures can be 
taken to inform children aged risks 
and safety rules in the Internet, as well 
as surveillance measures to monitor 
child’s activities online, including 
parental control software. 

 

Offender: preventing a relapse   

Tertiary prevention programs should cover offenders having perpetrated both online 
CSE and offline sexual abuse and exploitation crimes. 

Within the frameworks of the tertiary prevention, it is possible to develop computer 
surveillance software. It can be installed at the PC of an offender, so that they still be 
able to continue using the Internet, but the software will restrict access to certain 
resources (websites or search requests) containing information directly or indirectly 
related to child sexual abuse, and automatically notify law enforcement agencies 
thereof. Offender’s direct access to children can be restricted via safety plans that 
support various types of restricted or controlled communication with children. Their 
rights to work in establishments where children are present can be limited. 

Yet another area of tertiary prevention work in relation to offenders is psychiatric 
help (only where there are mental conditions relevant for sexual behaviour), or 
psychological help.  

Circumstances and settings: gathering intelligence on the crime 

Internet is a complex and decentralized global network of organizations; the 
decentralization makes it specifically difficult to oversee compliance with the laws and 
track offenders. Investigators have to keep pace with the quickly evolving technology 
that makes it easier for criminals to avoid prosecution; the sheer volume of information 
directly or indirectly related to CSE can overload the available investigative resources. 
To be able to cope, law enforcement officers (as well as professionals working with 
children) need to know the techniques used by offenders. Besides, it is important for 
law enforcement to establish relations with other police bodies, Internet service 
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providers, and NGOs, to build technological 
competencies to counter ever growing 
criminality, and be able to prioritize the efforts to 
make their tasks more manageable — this implies 
the use of cutting-edge software and equipment 
for more efficient and proactive spotting of 
victims and offenders. 

5. Best practices  
1. Children Online Hotline 

Langauage: Russian 

Telephone: +7-800-25-000-15 

Target audience: children and parents 

The purpose of the hotline is to improve computer literacy and provide 
psychological support and information.  

Via the hotline, children and parents can get free advice of psychologists and IT 
specialists regarding safe use of Internet and mobile communication by children. The 
consultants are psychologists of the Department of Psychology of the Lomonosov 
University (Moscow), and specialists of the Foundation for Internet Development.  

Calling the hotline is free from all across Russia, on work days between 9 a.m. and 
6 p.m. (Moscow time). One can send a message to helpline@detionline.org at any time, 
or contact the specialists via a Children Online chat at www.detionline.com, a website 
supported by the Foundation for Internet Development.  

 

2. I am a Little Red 

Langauage: English 

Website: https://www.iamlittlered.com/ 

Target audience: girls aged 11 to 14  

The resource offers a 10-minute cartoon and a manual for specialists on the topic 
of human trafficking for sexual exploitation. The cartoon is to help prevent involvement 
of children into human trafficking for the purpose of sexual exploitation; it is a remake 
of the Little Red Riding Hood. The cartoon shows four potential approaches 
traffickers/pimps (‘wolves’) often resort to, in order to mislead the main character. The 
plot of the cartoon was developed with the help of ten people subjected to human 
trafficking for sexual exploitation at the age of 14—21 y.o. According to the authors, 
the cartoon is aimed at children most at risk (LGBT, children in foster care or state 

http://www.detionline.com/
https://www.iamlittlered.com/
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establishments, runaways, homeless, or adopted children). The materials are to be paid 
for, but can be provided gratis upon request. On the website, there is a promo video 
that can be used to inform oneself about the threats.  

 

3. Love 146 

Langauage: English 

Website: https://love146.org/action/online-safety/ 

Target audience: parents, children, professionals  

The website offers manuals and videos for parents, professionals and children, as 
well as practical exercises, and examples of how to spot signs of human trafficking; and 
online safety rules. 

The resource offers a detailed description of the signs of high-risk communication 
in the Internet, including phrases that should make a child cautious, rules of safe 
conduct, and variants of response, should the child feel uncomfortable in the process 
of online communication. The material is provided in the form of fun GIFs (very short 
repetitive clips). There is a separate section on sexting, with a questionnaire — by going 
through the questionnaire and answering the questions, the user learns how to avoid 
risky situations (e.g. a child considers sending out his or her photo, or asks somebody 
for their photo or video; sees explicit / sexualized pictures of a class-mate being 
circulated); there are also recommendations on what should be done in those 
situations. 

 

4. NetSmartz 

Langauage: English 

Website: https://www.missingkids.org/NetSmartz  

Target audience: children and adolescents aged 6 to 18, parents and 
professionals  

NetSmartz is an online training program from the national Centre for Missing and 
Exploited Children (NCMEC), focused on safe use of the Internet and prevention of 
child sexual exploitation. Its objective is to teach children safe online conduct, help 
understand potential risks online, and develop their competencies, so as to prevent 
victimization by making safer choices in the Internet. The website offers age-
appropriate videos: cartoons for infants featuring internet safety robots teaching the 
digital safety; animated video for adolescents, and videos based on true children’s 
stories and interviews for older children. There are recommendations for parents and 
children on the online safety, classroom activities focused on safe use of internet for 

https://love146.org/action/online-safety/
https://www.missingkids.org/NetSmartz
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teachers, and methodical materials for specialists (scripts of events, presentations) to 
prevent online CSE and raise awareness of it among children, parents and general 
public.  

 

5. Internet Safety 101. 

Langauage: English 

Website: https://internetsafety101.org/ 

Target audience: parents and professionals 

Internet Safety 101 is a multimedia resource aiming to raise awareness and teach 
parents, teachers and professionals the ways to protects children from online threats 
such as involvement into the production of CSAM, cyber-bullying, threats connected 
to online games, social media, and smartphones. The site offers training materials and 
programs for parents, so as to develop their skills to protect children from dangers 
they may face online. The platform also contains statistics, research findings, and 
expert recommendations. Sections on involvement of children into human trafficking, 
CSAM and online grooming explain the profiling of people likely to be recruiting 
children in human trafficking and sexual abuse, and offer a list of red-flags that should 
warn one of a risk of getting involved in human trafficking, as well as guidelines and 
recommendations for parents who have come across this problem, and real stories of 
children and adolescents.  

6. Cybertip.ca 

Langauage: English 

Website: https://www.cybertip.ca/app/en/ 

Target audience: children aged 5 to 11, teenagers, parents and professionals  

This resource has been set up by the Canadian Centre for Child Protection. The 
purpose of Cybertip.ca is to protect children from sexual exploitation in the Internet 
by collecting and processing information from its users regarding circulation of illegal 
materials and any CSE activities; the Centre then alerts law enforcement and/or child 
protection agencies. The website offers information and links to other useful resources, 
as well as auxiliary and reference materials which are to help parents ensure the safety 
of their children in the Internet. A separate resource has been set up for teachers and 
parents of 5—11-year olds —Zoe & Molly Online, an interactive platform with comics, 
online games and online tests to check one’s knowledge on how to stay safe when 
playing online games (i.e. avoiding the risks associated with the exchange of personal 
information and images in the Internet). The main actors are animated characters who 
come across difficult situations online, and find the way out. The main website also 
features social videos and podcasts, programs and booklets, research results on the 

https://internetsafety101.org/cycleofabuse
https://www.cybertip.ca/app/en/
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topics of child and youth sexual exploitation in the Internet, and guidelines on how to 
help children subjected to CSE via the Internet.   

7. NeedHelpNow.ca  

Langauage: English 

Website: https://needhelpnow.ca/app/en/ 

Target audience: children and adolescents, parents and professionals 

This website is to help adolescents stop distribution of sexual images or video. On 
this platform, experts give recommendations to children on what can be done to get 
through this sensitive situation. They help adolescents remove sexual images or video 
from the internet, provide advice on how to protect oneself from cyberbullying and 
how to communicate with peers. The advice is not limited to self-protection — there 
are recommendations on how to support a friend who has found themselves in this 
situation. The information here is presented in the form of memory cards explaining 
the rules of online conduct, which help avoid CSE, manifestos and exercise books (with 
quizzes, tasks to solve, and real-life case studies on the use of Internet). The resource 
also offers information for professionals on CSE prevention and support of adolescents 
who have been through an online CSE experience. Parents can find useful the Self/Peer 
Exploitation: Family Resource Guide with practical recommendations on how to 
support a child subjected to online CSE, minimize negative impact, and prevent further 
involvement in the production and distribution of sexual photos and videos. 

8. Kids in the know 

Langauage: English 

Website: https://www.kidsintheknow.ca/app/en/program-cyberbullying 

Target audience: children aged 5 to 14 

Kids in the Know is an interactive training course on online safety developed by 
the Canadian Centre for Child Protection for children between 5 and 14 years old. The 
purpose of the course is to help teachers teach children and adolescents efficient 
online safety strategies in a fun and age-appropriate interactive format. The website 
offers teachers’ manuals and workbooks for children and teenagers, the latter looks 
like a magazine and includes tasks to solve, and tips on a variety of topics, including 
healthy relations, personal boundaries online, sexual consent, sexual exploitation and 
grooming, enhanced personal safety strategies, when to ask for help, etc. All the topics 
are connected to the prevention of online sexual abuse and exploitation. There is a 
section for parents with the information on how to protect children from sexual abuse, 
and links to training materials and useful resources.  

  

https://needhelpnow.ca/app/en/
https://needhelpnow.ca/app/en/resources_spex_family_guide),
https://needhelpnow.ca/app/en/resources_spex_family_guide),
https://www.kidsintheknow.ca/app/en/program-cyberbullying
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9. Regional Internet Technology Centre ROCIT 

Langauage: Russian 

Website: https://rocit.ru/ 

Target audience: children and adolescents, parents and specialists  

ROCIT website focuses on the rules of safe behaviour in the Internet for children 
and teenagers; it also seeks to inform parents about online risks and simple rules of 
online safety (e.g. which photos are not to be published in social media). The 
knowledge base for parents contains recommendations on the prevention and 
mitigation of online threats. The website supports a helpline to report inappropriate 
information in the Internet that can be harmful for children. 

10. Safe Internet: training for children and parents, from Stop the Threat  

Langauage: Russian 

Website: https://stop-ugroza.ru/ 

Target audience: children and adolescents aged 5 to 17, and parents  

The Stop the Threat resource offers paid trainings and interactive sessions on 
online safety for children between 5 and 17 years old and their parents. The trainings 
are conducted either on the premises of the Centre or in schools and kindergartens, 
either individually or in groups.  

The Stop the Threat school covers a wide range of children safety matters. On the 
topic of Internet threats, the school offers a Safe Internet training adapted for two 
distinct target groups (for children and teenagers of 9—15 y.o., and for mixed groups 
of parents and children aged 7—13). The school also offers a free training on online 
safety for teachers and social agency workers, and guidelines for educational 
organizations (provided gratis, upon request).  

11. Internet: opportunities, competencies, safety. A project by the 
Foundation for Internet Development  

Langauage: Russian 

Website: http://detionline.com/internet-project/about 

Target audience: professionals, parents  

The resource offers information a training course for teachers and tutors “Internet: 
opportunities, competencies, safety”. It is a train-the-trainer tool, its participants being 
able to pass the knowledge further to their colleagues and students to help them 
improve their digital literacy. The website offers to download “Internet: opportunities, 
competencies, safety” manual that consists of two parts: lectures and a hand-on 
tutorial. The objective of the manual is to improve digital literacy among school 
teachers and practicing psychologists, strengthen their understanding of the 

https://rocit.ru/
https://stop-ugroza.ru/
http://detionline.com/internet-project/about
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opportunities offered by the Internet, the life style and specific characteristics of the 
‘digital generation’, the impact of online risks onto children’s development. The 
interactive part of this project is located at a resources specifically developed by 
Google — “Understanding the Internet” — that features a multi-media game, 
educational videos, tests and certificates for schoolchildren to confirm their digital 
literacy level.  

12. Play Like Share 

Langauage: English 

Website:  https://www.thinkuknow.co.uk/parents/playlikeshare/ 

Target audience: children aged 8 to 10, their parents  

Play Like Share is an animation series to help 8—10 year olds master safe online 
behaviours. The cartoon characters teach the children to spot pressuring, manipulative 
and threatening behaviours of people they may meet in the Internet, to react in a safe 
and adequate way, and to ask for help without delay. The child follows the adventures 
of Alfie, Ellie and Sam, who are taking part in their school’s Battle of the Bands contest. 
In the course of the contest, the friends learn that while the internet can help, they 
need to use it wisely and safely.  

Band Runner is a fun interactive game that helps 8—10 year olds learn how to stay 
safe from risks they might encounter online. Players can choose to play the game as 
characters Ellie or Sam who use their guitars to eliminate all obstacles in their path as 
they run through school in order to make it to their next gig. If players miss a jump or 
tumble, they need help — the player has to solve a safety dilemma that can occur in 
the Internet. After the correct answer has been given, the play can be continued.  

The website also offers advice for children on how to behave in risky situations, 
and recommendations for parents on how to discuss online risks and mitigation 
measures with their children. 

13.  Jessie & Friends 

Langauage: English 

Website: https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/ 

Target audience: children aged 4 to 7- years old and parents  

Jessie & Friends is a series of three animations aiming to provide 4—7 year olds 
with the knowledge, skills and confidence to be able to respond safely to risks they 
may encounter online. 

Jessie & Friends animation is specifically designed for small children and do not 
depict any scary situations. Instead, the series provides an age-appropriate overview 
of problems that may be encountered online.  For example, in one of the episodes, an 

https://www.thinkuknow.co.uk/parents/playlikeshare/
https://www.thinkuknow.co.uk/parents/articles/band-runner/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
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older sister tricks three younger children, so that she wins an online game. In this way 
young viewers learn how to identify online behaviour which is ‘not right’, and how to 
get help by telling an adult they trust. This learning will help keep them safe from many 
risky situations which they may encounter online, including CSE. 

The website also features advice for parents on how to make use of the animations 
to discuss online risks and mitigation measures with their children.  

 

14. Think you know 

Langauage: English 

Website:  https://www.thinkuknow.co.uk/parents/ 

Target audience: parents and carers 

The website for parents and professionals features materials (including articles, 
recommendations, video, games for children, etc.) on children recruitment techniques, 
and approaches to the prevention of online CSE. On their Youtube channel, one can 
watch videos and expert interviews explaining characteristics of online CSE and ways 
to protect a child from getting recruited. The content is presented using simple 
language (https://www.youtube.com/user/ceop/featured). The website features 
information and recommendations for parents, a variety of interactive resources to 
play with, and to discuss sexual exploitation with children, it also provides a channel to 
report potential CSE. 

15.  Nude Selfies — What Parents and Carers Need to Know 

Langauage: English 

Website: https://www.youtube.com/playlist?list=PLJpo3oC1S14lORIjgchtny 
K7GBoW_rVDO 
Target audience: parents and carers 

A series of 2-3 minute films at the Thinkuknow platform “Nude selfies — what 
parents need to know” explains why young people send nude selfies, how to talk to 
the child about them, when parents should be worried, and when to get help. In each 
film, cartoon characters tell stories from the first-person parental perspective, about 
their experience — how they came to know that their child was sending out explicit 
photos, how they reacted, how they behaved towards the child, what they felt inside 
at that moment and also what they felt afterwards when thinking about the role of the 
Internet in children’s lives and comparing the child’s actions to their own childhood 
experiences, what they learnt about teenagers sending their sexual photos to peers, 
and describe the conversation they had with the child. This format of a mother’s 
monologue gives parents an example of how to discuss sexting and online safety with 
their child. 

https://www.thinkuknow.co.uk/parents/
https://www.youtube.com/playlist?list=PLJpo3oC1S14lORIjgchtny%20K7GBoW_rVDO
https://www.youtube.com/playlist?list=PLJpo3oC1S14lORIjgchtny%20K7GBoW_rVDO
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16.  So this is sexual abuse? 

Langauage: English 

Website: https://rm.coe.int/so-this-is-sexual-abuse-/168098d74e 

Target audience: children, parents, carers 

A booklet for children, parents and carers, featuring stories of children subjected 
to sexual abuse, either offline or online. The booklet is in the form of comics 
representing dialogues between a child and their parent or teacher, where children 
would tell about the situations encountered by themselves or their peers. The key 
purpose of this content is to tell children, parents and carers about the child’s rights. 
The dialogues can be used as an inspiration or a guideline on how to speak with a child 
if she or he is sharing an abuse or exploitation experience.  

17.  Nobody is allowed to harm you. A book for children and young 
people to help them understand what abuse and neglect means 

Langauage: English 

Website: https://resourcecentre.savethechildren.net/node/12483/pdf/ 
niko_ne_sme_da_te_povredi_en.pdf  

Target audience: primary and elementary school children 

The book has been developed by a Centre for Child’s Rights in order to help 
children spot neglect and abusive treatment, and offer advice on what can be done if 
they have been subjected to abuse or witnessed another child being abused. 
Definitions of forms of abuse are formulated in an understandable and child’ friendly 
manner. Although the book describes a wide variety of abuse, some examples directly 
refer to online CSE, e.g. the production of materials featuring sexual abuse of children. 

18. It’s not okay 

Langauage: English 

Website: http://www.itsnotokay.co.uk/professionals/netaware/  

Target audience: parents and carers 

It’s not okay platform focuses on the protection of children from CSE. It seeks to 
raise awareness of specific features of CSE (targeting both adults and peers), red flags, 
ways to protect oneself online, sexting-related risks. It explains how to support children 
in high-risk groups and collects reports of CSE situations. The website offers 
information for children, parents, and professionals, in the form of articles and videos 
featuring real stories told from the first-person perspective, e.g. Kelly’s ‘Love story’ tells 
a story of a girl who meets a young guy in the Internet, showing negative 
consequences of this relation. 

  

https://rm.coe.int/so-this-is-sexual-abuse-/168098d74e
https://resourcecentre.savethechildren.net/node/12483/pdf/niko_ne_sme_da_te_povredi_en.pdf
https://resourcecentre.savethechildren.net/node/12483/pdf/niko_ne_sme_da_te_povredi_en.pdf
http://www.itsnotokay.co.uk/professionals/netaware/
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19. Simplified terms and conditions for social media  

Langauage: English 

Target audience: children 

Website: https://www.childrenscommissioner.gov.uk/report/simplified-social-
media-terms-and-conditions-for-facebook-instagram-snapchat-youtube-and-
whatsapp/ 

UK Children’s Commissioner’s website offers simplified terms and conditions for 
using the most popular social media — Facebook, Instagram, Snapchat and YouTube; 
the terms and conditions have been developed in cooperation with lawyers, and 
designed specifically for children. The purpose is to inform the children of their rights 
and rules of communication in social media. 

 
20. SigurOnline 

Language: Russian 

Website: https://siguronline.md/ 

Target audience: children and parents   

The portal offers information on what constitutes online child sexual abuse, and 
on the key signs of online abuse and exploitation. It features video lessons and texts 
on online safety for parents, recommendations on how to protect a child from online 
risks and how to help children already subjected to crime. In particular, the website 
offers advice on how parents should talk to the child about the risks of online CSE, and 
what needs to be said to children who have already become victims of online abuse. 
Parents can report suspicions of online sexual exploitation or abuse, and ask for a 
consultation, by sending a message or talking to a specialist in the Chat. Website users 
can read real-life stories of children and adolescents who have been through sexual 
extortion, threats of their explicit photos or videos being made public, or other forms 
of coercion; the parents can also anonymously share their story related to online CSE 
risks. 

21. ConnectSafely 

Language: English 

Website: https://www.connectsafely.org/ 

Target audience: children and parents 

The website publishes detailed guidance and brief memos for parents and 
adolescents on how to safely use popular social media (Instagram, TikTok), and the 
Roblox videogame production platform. The texts describe the features of such media 
and related risks, and tools to help safely use these social media and platforms.  

https://www.childrenscommissioner.gov.uk/report/simplified-social-media-terms-and-conditions-for-facebook-instagram-snapchat-youtube-and-whatsapp/
https://www.childrenscommissioner.gov.uk/report/simplified-social-media-terms-and-conditions-for-facebook-instagram-snapchat-youtube-and-whatsapp/
https://www.childrenscommissioner.gov.uk/report/simplified-social-media-terms-and-conditions-for-facebook-instagram-snapchat-youtube-and-whatsapp/
https://siguronline.md/
https://www.connectsafely.org/
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22. Europol Say NO Campaign 

Language: English 

Website: https://www.europol.europa.eu/activities-services/public-awareness-
and-prevention-guides/online-sexual-coercion-and-extortion-crime 

Target audience: children and adolescents 

As part of the Europol’s Say NO campaign, recommendations for children and 
adolescents have been developed on how to protect themselves from online abuse 
and exploitation explaining when it is time to say ‘no’, what to look out for in online 
communication (e.g. threats to disseminate a child’s photos in the Internet if he or she 
doesn’t do as commanded; requests to keep the correspondence confidential, etc.), 
and describing the signs of an intention to commit sexual abuse or exploitation. The 
recommendations are brief and accompanied by pictures. The website also offers a 10-
minute video on sextortion by adults against children telling two true teenagers’ 
stories. Both teenagers met a person online, who was in fact is a member of an 
organized criminal group; that person on the other side of the screen posed as a peer, 
created a feeling of genuine interest, trusting romantic relationship with the teenager, 
asked for an explicit picture, and then threatened to make the images public, unless 
sent more photos or paid money. Then alternative scenarios are explored, i.e. where a 
teenager would not agree to any proposals from somebody they don’t know, and 
would stop the communication; the film also offers recommendations on what should 
be done if a child is threatened with sextortion.  

23. Facebook Safety Centre  

Language: Russian, English, Latvian  

Website: https://www.facebook.com/safety 

Target audience: children, parents, professionals 

The website publishes rules and tips to ensure one’s safety on Facebook. There is 
a section on countering the publication of explicit images with advice on what should 
be done if one’s sexually explicit photos are published without consent, including 
organizations that can be contacted, instructions how to remove one’s pictures from 
the public space on Facebook and Instagram, and how to complain about a publication 
of explicit images or video (one’s own or of some other person). It also provides 
recommendations for children, parents and professionals. 

A short 1.5-minute cartoon with cats as the main characters illustrates a situation 
of sharing one’s explicit video and then being subjected to sextortion. The key message 
of the video is that one should seek help, or offer help to anybody who has found 
themselves in this situation. The cartoon can be used by people of all ages, including 
small children. 

https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/online-sexual-coercion-and-extortion-crime
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/online-sexual-coercion-and-extortion-crime
https://www.facebook.com/safety
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24. Oyty 

Language: English 

Website: https://www.oyoty.com/ 

Target audience: children and parents  

Oyty is an example of software that can help keep a child safe in the Internet. It is 
a personal assistant on matters of online safety, a mobile application based on AI that 
is able to identify potential threats on smartphones and in social media and alert the 
child and parents if they have activated the notification function; it also provides 
recommendations on protecting the child in the Internet. Oyty looks like a chat bot 
communicating with the child via text messages. 

25. ITU (International Telecommunication Union) resources 

Language: English, Russian, Arabic, Chinese, French, Spanish  

Website: https://www.itu.int/en/ITU-D/Cybersecurity/Pages/COP-2020-
Guidelines.aspx 

Target audience: children up to 12 years old; professionals  

“Online with Sango” comic book presents situations arising in online 
communication (e.g. a girl playing a game and another player asking her to send them 
her selfie), and options for the child. This comic book is to be read by children and 
parents, or children and specialist together. 

An online safety activity book “Work with Sango” is designed for children between 
9 and 12 years old; they are expected to complete the suggested activities regarding 
their online and rights safety. The activity book is accompanied by a manual for 
teachers. On top of this, the website offers detailed guidelines for parents and teachers 
on how to ensure children’s safety in the Internet, including the prevention of CSE. The 
guidelines also take into account the needs of children with disabilities, migrant 
children, and other children with a high risk of being subjected to CSE. 

26. Latvian Safe Internet Centre  
Language: Latvian  
Website: www.drossinternets.lv 
Target audience: children, parents, professionals 

Latvian Safe Internet Centre has been operating since 2006. Its mission is to 
educate and raise awareness in the society regarding children’s safety in the Internet, 
and provide a channel to report any relevant online breaches. 
The Centre offers trainings to children, adolescents, teachers and parents on the safety 
of internet content, and risks and threats (hate speech, racism, circulation of child 

https://www.oyoty.com/
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/COP-2020-Guidelines.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/COP-2020-Guidelines.aspx
http://www.drossinternets.lv/
http://www.drossinternets.lv/
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sexual abuse materials, degrading treatment online, theft of personal data and identity, 
abuse of data, the online etiquette, etc.). 

 

27. Child Sexual Abuse Anti-Distribution Filter (CSAADF) 

Target audience: potential abusers 

One of the most noticeable examples of a pop-up warning on the resources 
containing child sexual abuse, CSAADF has been developed within the frameworks of 
Cospol Internet Related Child Abusive Material Project (CIRCAMP), whose objective is 
to prevent circulation of CSAM. Participants of the project are 14 countries: UK, 
Germany, Norway, Ireland, France, Sweden, Italy, Spain, Finland, Belgium, Malta, 
Netherlands, and Poland. It is a solution for blocking websites containing CSAM: when 
a user attempts to access such website a warning page, or alternatively a notice of an 
internal server error, pops up. The text at the warning page usually says: Your internet 
browser attempts to connect to a website known to be providing child sexual abuse 
images which constitute a criminal offence according to the Criminal Code. 

No information about your IP address or any other details that could help identify 
you, will be cached after you have seen this page. We block access to this resource 
only to prevent illegal distribution of documented sexual abuse of children, and 
prevent further exploitation of children already subjected to abuse and photographed 
at the scene.  

Should you require more information, please proceed to section *** or call us at 
*** (phone number) 

28. Self-help program for people with a sexual interest in children  

Langauage: English 

Website: https://www.mielenterveystalo.fi/aikuiset/itsehoito-ja-oppaat/ 
itsehoito/sexual-interest-in-children/Pages/default.aspx 

Target audience: potential abusers 

Sexual interest in children can be diagnosed as a serious mental health disorder 
in line with the international Diagnostic and Statistical Manual of Mental Disorders 
(DSM-5) and International Classification of Diseases (ICD-11). The diagnosis 
paedophilic disorder is often equated with child molestation. This is however not the 
case — people committing sexual abuse either offline or online may have or not have 
mental conditions, their sexual interest to children can be caused by a variety of 
reasons, including the desire to try a new sexual experience. In this case, people 
showing sexual interest in children would avoid forcible acts towards the child.  

Specific self-help programs are developed for people having paedophilic disorder 
or sexual interest in children, to prevent them from sexually abusing children. The 

https://www.mielenterveystalo.fi/aikuiset/itsehoito-ja-oppaat/itsehoito/sexual-interest-in-children/Pages/default.aspx
https://www.mielenterveystalo.fi/aikuiset/itsehoito-ja-oppaat/itsehoito/sexual-interest-in-children/Pages/default.aspx
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Finnish Mental Hub (Mielenterveystalo.fi) Hospital District of Helsinki and Uusimaa 
(HUS) has online services and self-help programs for different kinds of mental health 
disorders. The self-help program for people who have sexual interest in children aims 
to help persons to recognize his/her disorder early on and — with the help of online 
self-help program — to control their problematic, violent and illegal behaviour. The 
self- help program was developed in a strong multidisciplinary collaboration with top 
senior experts, psychologists and psychotherapists working in the field.  

It was published on the Internet to offer information, support and exercises to 
control thoughts, feelings and behaviour related to sexual interest to children. The self-
help program is placed on HUS Mentalhub platform to lower the negative stigma 
which is often associated with sexual interest in children.  

Most of the platforms used by people with paedophilic disorder are not placed in 
the clear internet, so the multidisciplinary specialist group decided to innovate, placing 
the programme into the anonymous Tor network to reach out to those people who 
are seeking illegal CSAM. The innovative feature is as follows: when a person with a 
sexual interest in children types in certain keywords indicating illegal CSAM, the person 
is provided with an option to examine their problematic urges with the help of the 
Mentalhub self-help programme. The users themselves make the decision whether to 
proceed to the HUS self-help program. The outcome so far has been highly promising: 
the program and the innovative approach attracted a wide interest — according to the 
HUS Mental Hub statistics, the self-help programme was visited more than 200.000 
times in 12 months during the year 2019.  

The self-help programme offers help in the good fight against CSAM precisely 
where the root problem is — on the anonymous dark web. The self-help programme 
was produced in collaboration with psychologists and psychotherapists working at the 
time in Save the Children Finland, Training Institute for Prison and Probation Service 
and Hospital District of Helsinki and Uusimaa (mentalhub.fi), and Ahmia search engine 
operator. 

There will be a new shorter and more focused ReDirection self-help program for 
people who search, use and distribute online child sexual abuse material developed in 
autumn 2021 by Protect Children. https://protectchildren.fi/redirection/. The 
programme will be available in https://www.mielenterveystalo.fi/en/Pages/default.aspx. 

  

https://protectchildren.fi/redirection/
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Summary  
This report presents just a small portion of resources to help prevent online child 

sexual exploitation and recruitment into human trafficking. Please note that new 
technologies and recruitment opportunities emerge along with the development of 
the Internet; at the same time, new prevention resources are being created. So, this 
document needs to be continuously updated. 

We will be happy if after reading this document you decide to develop your own 
online CSE prevention program or project, or will use any of the suggested resources 
in your work. We also invite you to work with us to develop and implement prevention 
projects and programs. 
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Working with Stellit (Saint Petersburg) 
Stellit helps regions, individual organizations and professionals become more 

efficient in countering online sexual abuse and exploitation of children. We can 
cooperate with you in several formats.  

UNDERTAKE A TRAINING (FACE-TO-FACE OR ONLINE)  

• For staff of state, public, and private sector organizations (psychologists, 
teachers, social workers, employees of the state child protection agencies, and 
the law-enforcement agencies) we offer trainings on the following topics: 
identification of, and psychological and social support to children; development, 
implementation and assessment of sexual abuse and exploitation prevention 
programs;  

• We invite representatives of the youth volunteer movements to the training on 
countering sexual exploitation of children. 

CONDUCT JOINT ACTIVITIES    

• To raise people’s awareness of child sexual abuse and exploitation (exhibitions, 
events, open lectures);  

• To develop relevant skills in children, teenagers, and youth to use the Internet 
safely (lessons, stage shows, games);  

• To share the experience between specialists dealing with the CSE prevention and 
support to children victims of sexual abuse or exploitation (conferences, 
seminars). 

CONDUCT RESEARCH AND MONITORING ON MATTERS OF CHILD SEXUAL ABUSE 
AND EXPLOITATION AND GOVERNMENT’S RESPONSE   

• Surveys, one-to-one interviews, focus groups, analysis of criminal cases, etc.;  
• Development of informed recommendations on how to improve the child abuse and 

CSE prevention system.  

RECEIVE EXPERT ADVICE AND CONSULTATIONS  

• Assessment of the efficiency of child sexual abuse and exploitation prevention 
programs and online safety programs;  

• Development of child safeguard policies for state, public and private sector 
organizations working with children;  

• Codes of conduct for hotel and tourism companies to prevent CSE during 
business and leisure trips.  

You can also get involved into the activities of the Russian Anti-CSE Alliance. 

HOW TO TAKE PART IN OUR ACTIVITIES?  
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Stellit is a non-governmental organization. Our budget is formed of the funds we raise 
for several projects. For as long as we don’t know you, we can’t finance our activities 
in your region or organization. Having said that, we would propose the following 
course of action:  

• Please contact us, and we will discuss the activities you are interested in, and 
respective costs. You can then find the money in the budget of the region, or the 
organization, or from other sources; or   

• Please contact us and explain your interest in a long-term cooperation. We will 
discuss the activities that are of interest for you; include your region or 
organization into one of our projects (where possible), or organize a joint fund-
raising campaign.   

We are ready to discuss these and other cooperation formats.  

Please see our methodology and training programs at stopcsec.com  

CONTACT DETAILS:  
Tel.: +7(812) 493-52-38 

info@ngostellit.ru  

facebook.com/ngostellit  

vk.com/ngostellit 

https://stopcsec.com/
mailto:info@ngostellit.ru
https://www.facebook.com/ngostellit
https://vk.com/ngostellit
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